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IDENTIFYING EMAIL PHISHING ATTACKS

All of us get spam email. It's an unfortunate fact of life. But, unfortunately, churches
are not immune to phishing attempts, where a nefarious actor pretends to be the
church pastor and asks for a favor, which culminates in money being extorted from
the recipient of the email.

To help curtail spam going to group leaders and church members, we've made an
effort to no longer list non-staff email addresses on our website, instead opting for
forms that can be completed to contact group leaders; but should you happen to
get an email that seems suspicious, here are some things to look out for:

A GENERIC ASK FOR ASSISTANCE
and

A NON-ASBURYLV.ORG EMAIL ADDRESS

Blessings Aaron (Edemal) D spam x & O

0 Rev. Eric Yeakel <pastorfergal.stasparish@gmail.com> Jul 26,2021, 8:46 AM (8daysago) Ty €

tome v

e This message seems dangerous

Similar messages were used to steal people’s personal information. Avoid clicking links, downloading attachments, or replying
with personal information.

Hi, How are you?

| need an assistance from you,
Let me know if you receive this mail

Peace,

Rev. Eric Yeakel

€ Reply > Forward

The above sample email (an actual email that was received) has 2 tell-tale signs:

— 1. The request is very generic with no detail.

2. The email address it's sent from is not from an @asburylv.org email address,
but rather a fake account created via a free email provider.

Also note that in this case, the email recipient was using Gmail as their email client,
which flagged the email as seeming dangerous. Some email clients will do this and
often do a good job of flagging problematic emails.
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ASKING FOR CODES FROM GIFT CARDS
Asbury pastors and staff would never make this ask.

4 Rev. Eric Yeakel <harryfletcher1 12@gmail.com> Fri, Mar15,2019,10:29AM Y €
tome v

Thank you , | need to get an Ebay Gift Card of 500$(100$ denominations)

for my friend going through cancer in the hospital but i can't do this now

because I'm currently busy Can you get it from any store around

you now? I'll pay you back as soon as i get back. Let me know asap if you can

get the cards for me

Have a great Day.
Blessings,

Rev. Eric Yeakel
Senior Pastor,

Sent from my iPhone

On Fri, Mar 15, 2019 at 7:13 AM Aaron Forney <aforney@asburylv.org> wrote
I love tasks. what is it?

On Fri, Mar 15, 2019 at 10:12 AM Rev. Eric Yeakel <harryfletcher112@gmail.com> wrote
Hi

Avre you unoccupied to help me run a task Asap , Let me know if you can. | will
await your response?

Have a great Day.
Blessings.
Rev. Eric Yeakel

Senior Pastor,

Sent from my iPhone

In this example - again a real situation where one of our staff members identified
the phishing email immediately and intentionally drew the phisher out to reveal
their scam — the person claiming to be Pastor Eric asks for the email recipient to
purchase gift cards (and uses a reasoning that they believe will be convincing to
the email recipient). Eventually the request turns into the phisher asking for the
codes on the back of the gift cards, which they use for their own purchases.

Again: Asbury pastors and staff would never make a request like this.

REPLY GOES TO DIFFERENT EMAIL ACCOUNT
Some more sophisticated attempts will make it appear as though the email came
from a legitimate account (in this case it would look like it’'s coming from an
@asburylv.org email address). If you receive an email from an @asburylv.org
account that seems suspicious, look out for 2 things:
1. That when you go to reply, the email address in the “To” field matches the
account that the incoming email is from
2. That the email address doesn’t have substitute characters (for example O
instead of O. Can you see the difference? It's tough sometimes! But the first
character is a zero and the second is an uppercase letter “O”)

The BOTTOM LINE is if the email seems suspicious, don’t respond to it. Reach out
to the church office (610-398-2577) or email the staff directly at a known
@asburylv.org address to make sure the email is legitimate.



Also, we ask that if you do receive an email
like this that you report it as a phishing attempt to the email provider (ex. Gmail) so
they can investigate and deactivate the nefarious account.



